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Introduction

Welcome

Welcome to the Faraday Institution guide to data privacy and protection.
This guide is designed to help you understand what you need to know
about data privacy and protection in your daily work.

How to use the handbook:

As daily activities can evolve, if you don’t find what you need in here
please contact the Data Protection Officer, (DPO) for further advice.

Responsibility for FI Data Protection:

The COO acts as the Data Protection Officer, (DPO) and is responsible
for the compliance with the data protection regulations within the
company.

Privacy Notice

Pages 3-9 of this guidance document show the Faraday Institution
Privacy Notice which is on the website. Staff, associates, students and
other stakeholders should read this notice, it explains how and why we
use any personal data collected and processed. Note: Please check the
website version to ensure that you always have access to the latest
version.

If you have suggestions or questions regarding this handbook, please
advise the DPO.
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Data Protection Policy

Last updated

XX/Ixx/2024

Version

2.0 Pages | 3

Approved by

Date

Purpose

This data protection policy ensures the Organisation:
a. Complies with the UK Data Protection Legisislation, and follows good

practice.

b. Protects the data privacy and protection rights of staff, business partners,
associates and all other stakeholders.

c. Is open with regard to how it processes individuals’ data.
d. Minimises the risk of a data breach.
e. Facilitates the rights of individuals under the GDPR.
f. Monitors and keeps updated on data privacy and protection requirements.
Definitions
Organisation means The Faraday Institution, a company limited by guarantee
registered in England and Wales and a registered charity.
Data The relevant legislation in the UK which provides data protection.
Protection This includes the DPA and UK GDPR
Legislation
GDPR means the UK General Data Protection Regulation.
DPA Means the Data Protection Act 2018
DPO means the Chief Operating Officer.
Register of means a register of all systems or contexts in which personal data is
Systems processed.

1. Data protection principles

The Organisation is committed to processing data in accordance with its
responsibilities under Data Protection Legislation.

The legislation requires that the following princliples be applied in relation to

personal data:

a. processed lawfully, fairly and in a transparent manner in relation to

individuals;

b. collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes shall not be considered to be
incompatible with the initial purposes;

c. adequate, relevant and limited to what is necessary in relation to the
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purposes for which they are processed,

d. accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having regard
to the purposes for which they are processed, are erased or rectified without
delay;

e. kept in a form which permits identification of data subjects for no longer than
is necessary for the purposes for which the personal data are processed,;
personal data may be stored for longer periods insofar as the personal data
will be processed solely for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes subject to
implementation of the appropriate technical and organisational measures
required by the GDPR in order to safeguard the rights and freedoms of
individuals; and

f. processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and
against accidental loss, destruction or damage, using appropriate technical or
organisational measures.”

2. General provisions

a. This policy applies to all personal data processed by the Organisation.

b. All individuals, whether staff, business partners, associates or any other
stakeholder will be advised to review the organisation’s privacy notice on the
website which provides a clear explanation of how the Faraday Institution
manages data privacy under the GDPR and the DPA 2018.

c. Individuals have the right to access their personal data and any such
requests made to the organisation will be processed as required by the
GDPR.

d. This policy shall be reviewed at least annually.

3. Lawful, fair and transparent processing
a. To ensure its processing of data is lawful, fair and transparent, the
Organisation shall maintain a Register of Systems.
b. The Register of Systems shall be reviewed at least annually.
c. Individuals have the right to access their personal data and any such requests
made to the Organisation shall be dealt with in a timely manner.

4. Lawful purposes

a. All data processed by the Organisation must be done on one of the following
lawful bases: consent, contract, legal obligation, vital interests, public task or
legitimate interests.

b. The Organisation shall note the appropriate lawful basis in the Register of
Systems.

c. Where consent is relied upon as a lawful basis for processing data, evidence
of opt-in consent shall be kept with the personal data.

d. Where communications are sent to individuals based on their consent, the
option for the individual to revoke their consent should be clearly available
and systems should be in place to ensure such revocation is reflected
accurately and the Organisation’s systems updated accordingly.

5. Data minimisation
a. The Organisation shall ensure that personal data are adequate, relevant and

6

GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

limited to what is necessary in relation to the purposes for which they are
processed.

b. Personal data detailed in article 9 of the GDPR, (namely, racial or ethnic
origin, political opinions, religious or philosophical beliefs, trade union
membership and the process of genetic data, biometric data for the purpose
of uniquely identifying a natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation), shall only be
collected with the authorisation of the DPO.

6. Accuracy
a. The Organisation shall take reasonable steps to ensure personal data is
accurate.
b. Where necessary for the lawful basis on which data is processed, steps shall
be put in place to ensure that personal data is kept up to date.
c. Staff, business partners, associates and all other stakeholders will be asked
to confirm the accuracy of their data at least annually.

7. Archiving / removal
a. To ensure that personal data is kept for no longer than necessary, the
Organisation shall put in place a data retention policy for all personal data
collected and processed and review this process annually.
b. When personal data is no longer required as defined in the retention policy it
will be disposed of in a secure manner and this process recorded.

8. Security

a. The Organisation shall ensure that personal data is stored securely using
modern software that is kept-up-to-date.

b. Access to personal data shall be limited to personnel who need access and
appropriate security should be in place to avoid unauthorised sharing of
information.

c. Where personal data is shared with external organisations, its privacy and
protection is governed by contractual obligations and safeguards.

d. When personal data is deleted this should be done safely such that the data is
irrecoverable.

e. Appropriate back-up and disaster recovery solutions shall be in place.

9. Breach
a. Inthe event of a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal
data, the Organisation shall promptly assess the risk to people’s rights and
freedoms and if appropriate report this breach to the ICO.
b. The Organisation will maintain a data breach procedure which ensures a
consistent approach to the data breach process.
10. Individual Rights
a. The Organisation will maintain a data subject access request (DSAR)
procedure to facilitate the individual’s data privacy and protection rights
defined in the GDPR, namely:

Right of access Right of restriction of Right to rectification
processing
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| Right to data portability | Right to erasure | Right to object |

11. Compliance

a. The Organisation will ensure privacy by design is incorporated into any new or
amended processes or procedures and such action documented in the
project/process assessment report.

b. All staff will be provided with Data Protection awareness training and will have
access to the Data Protection handbook for reference and continued
compliance.

c. An annual Data Protection internal audit shall be undertaken and the results
of such reviewed and reported to the Audit, finance and risk committee.

d. The Organisation will ensure that regular information security testing is
conducted by the IT supplier and the results are documented and available to
the risk management committee.

e. Data Protection will be included in the Organisation’s risk register.

GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

The Faraday Institution

Privacy Notice

GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

THE FARADAY INSTITUTION - PROTECTING YOUR PRIVACY

Privacy Notice v1.1 (January 2019)
1. Introduction

We want you to be clear about your rights and how we use your personal data under
the UK General Data Protection Regulations (GDPR) and the DPA 2018.

This Privacy Notice explains the categories of personal data we may collect about you,
it also explains the purpose of processing your data and how we keep it safe.

For your convenience we have split the information into manageable sections which
we hope will answer any questions you have but if not, please do get in touch with us,
details are shown in the contact section of this notice.

This notice may be updated periodically.
2. What is the Faraday Institution?

The Faraday Institution is registered charity and is the UK’s independent institute for
electrochemical energy storage science and technology research, training, and
analysis.

For the purposes of the Data Privacy we are the data controller and you can contact
us at: gdpr@faraday.ac.uk

The following link will provide you with further details of the Faraday Institution:
https://faraday.ac.uk
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3. Explaining the legal basis for processing your personal data

The Jlawful bases on which we process your data are:

e Consent e.g. where you ask to be kept informed of the services, opportunities
and news we supply.

e Explicit consent — if we need to collect special categories of data from you in
order to provide you with the services you require or meet our legal obligations,
we will ask for your consent for specific categories, e.g. racial or ethnic origin;
health information.

e To fulfil a contract, e.g. where we supply or receive services from a 3" party,
business partner, associate or employee.

e Legitimate interest in order to pursue our business interests which would be
reasonably expected.

e Compliance with legal obligations, e.g. disclosure upon the provision of
appropriate legally valid documentation by enforcement authorities.

4. When do we collect your personal data?

e When you visit our website, (here we just collect transaction-based data).
e When you complete our online or paper application forms.

e When you contact us by any means with queries, comments etc.

e When you book any kind of appointment or event with us.

e When you've given a third-party permission to share your details with us.
e For employees throughout the period of your employment.

5. Categories of Personal Data we may collect

e Your contact details i.e. your:
i. Name
ii. Address
iii.  Contact details (e.g. email, mobile, landline, etc.)

e Financial information
i Bank account details.
ii.  Credit referencing

e Details of your interactions with us when you contact us by any means such as:
email, telephone or in person

e Additionally, for employment/associate purposes:
i.  Social security details
ii.  Next of Kin details

11
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iii.  Health information
iv.  Qualifications
v. Institution/s you studied/worked at

6. Why we use your Personal Data?

To ensure that we provide you with the information and service you need we
sometimes combine the data we have about you. This is allowed as part of our
legitimate interest to provide you with the optimum service, but we will not use data
beyond its original purpose without reference to you.

If you wish to change how we use your data, you'll find details in the ‘What are my
rights?’ section below.

If you choose not to share your personal data with us, or refuse certain contact
permissions, we might not be able to provide some or all of the services you’ve asked
for. In this case we will contact you to confirm your request.

The reasons we use your personal data include:

e To operate and administer our business to provide you with the best possible
service. This is done on the basis of our legitimate business interests.

e To respond to your queries and requests we may keep a record of
communication with you. We do this on the basis of our contractual obligations
and our legitimate interests in providing you with the best service.

e To process payments and prevent fraud for all parties, this is done on the basis
of our legitimate business interests.

e To protect your vital interests if you become unable to provide consent.

e To hire and manage employees and contractors. We do this as part of our
contract with you.

e To send you communications required by law or which are necessary to inform
you about our changes to the services we provide you. (For example, updates
to this Privacy Notice). These service messages will not include any marketing
content and do not require prior consent when sent by email or text message.
We need to keep you informed as part of complying with our legal obligations.

e To comply with our contractual or legal obligations to share data with law
enforcement if necessary. (for example, if a court order is presented to share
your personal data with law enforcement agencies or courts)

7. How we look after your Personal Data

We know how much data security matters. We will treat your data with the utmost care
and respect and take all appropriate steps to protect it.
e We secure access to all transactional areas of our websites and apps using
‘https’ technology.
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e Access to your personal data is restricted and secure, and sensitive personal
data such as health information is secured via password protection and
encryption.

e Storage of paper copies are secured and access is restricted.

8. How long do we keep your Personal Data?

e Whenever we collect or process your personal data, we will store it safely and
only for as long as is necessary for the original purpose for which it was
collected or as required by law.

e Atthe end of the retention period, your data will either be deleted completely or
anonymised.

9. Who do we share your data with?

We sometimes share your personal data with trusted third parties to provide services
and business functions.

We set very clear directions and expectations for those organisations in our contracts
to ensure the safety and protection of your privacy and personal data, including:

e Providing them only the information they need to perform their specific services.

e Only to use your data for the exact purpose specified by us in the contract.

e Obligations to ensure that your privacy is respected and protected in
accordance with the contractual and the GDPR requirements under the terms
of their privacy policies.

e To securely delete or render anonymous any of your personal data at the
termination of the contract.

e They will inform us immediately in the event of a suspected or actual breach
being detected

The types of third parties we work with include:

e |T companies supporting our business
e Cloud storage companies

e Customer Relationship Management application providers
e Educational establishments

e Educational professionals

e Regulatory authorities

e Estate services

e Insurers

e Financial service providers

e Legal services

e Travel service providers

13
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Information security companies
Secure document shredding companies

We may also share your data with third parties in very specific circumstances, for
example:

If we receive a valid request from the police or other law enforcement agency,
regulatory or Government authority we may be required to disclose your
personal data

We may, from time to time, expand, reduce or sell the Organisation and this
may involve the transfer of business entities or the whole business to new
owners. If this happens, your personal data will, where relevant, be transferred
to the new owner or controlling party, under the terms of this Privacy Notice.

10.Processing and Transferring your Personal Data

Your data is processed by ourselves and contracted third parties in the UK, we
also use reputable cloud service providers for data storage and back up which
may use servers outside the European Union. These companies are also
obliged by law to meet the GDPR.

If we do transfer your personal data across an international border, we have
procedures in place to ensure your data receives the same protection as if it
were being processed in the EU.

11.Your rights over your Personal Data explained

You have the right to:

Access and review personal data we hold about you

Rectify/correct any inaccurate personal information we hold about you.
Request a copy of data you supplied to us, in a machine-readable format or for
the transfer of this data to another Organisation

Request the restriction of processing of your personal data

Object to us processing your personal data

Request the erasure of your data, (right to be forgotten)

For any of these requests please contact: gdpr@faraday.ac.uk . We will examine your
request and respond to you as quickly as possible.

12. Withdrawal of consent

Whenever you have given us your consent to use your personal data, you have the
right to change your mind at any time and withdraw that consent.

14
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13.Legitimate interest

In cases where we are processing your personal data on the basis of our legitimate
interest, you can ask us to stop for reasons connected to your individual situation. We
will consider your request balancing your individual rights against our legitimate
interests

14.Marketing

You have the right to stop the use of your personal data for marketing activity through
all channels, or selected channels.

e To action this:

e Click the ‘unsubscribe’ link in any email communication that we send you.

e Please note that you may continue to receive communications for a short period
after changing your preferences while our systems are fully updated.

15.Questions or Issues you may have

If you require any further information, we will be pleased to assist. If you are contacting
us to complain about an alleged breach of this Privacy Notice or our legal privacy
obligations, please provide us with as much detail as possible in relation to your
complaint so that we can deal with your concern quickly and effectively.

We will take every privacy complaint seriously and assess it with the aim of resolving
all issues quickly and efficiently. We’d be grateful for your cooperation with us during
this process by providing us with any relevant information that we may need.

16.Our Contact Details

Email: gdpr@faraday.ac.uk
Tel: +44 (0) 1235 425300
The Faraday Institution
Quad One

Becquerel Avenue

Harwell Campus

Didcot

OX11 ORA

U.K.

15
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17.Contacting the Regulator

If you feel that we have not handled your data correctly, or you are unhappy with our
response to any requests regarding the use of your personal data, you have the right
to lodge a complaint with the Information Commissioner’s Office, (ICO), in the UK, or
your National Supervisory Authority or data regulator if you are outside the UK at the

time of your complaint.

You can contact the ICO by calling +44 303 123 1113 or go online to www.ico.org.uk

16
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The General Data Protection Regulations

GDPR

Basic Principles & Common Terms
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Basic principles

For many situations, it is not always necessary to know all the legal details about
data protection. The following six basic principles should provide sufficient guidance:
1. Data transparency and openness

Be open with individuals as to how you will use their data.

Handle personal data in ways the individual would reasonably expect and
communicate how you will use it e.g. our privacy notice.

2. Purpose limitation

Collect data only for specific purposes and only use it for legitimate purposes.
Do not use it for any purposes not intended at the point of collection. If you do

find that you wish or need to carry out further processing, then we must go back and
inform the individual

3. Data minimisation

Collect only what you really need. Always ask the question: “Do | really need this
data to fulfil my contract with the student, staff member or third party organisation?” If
the answer is “no” it is very likely that the collection and processing of the data is not
allowed.

4. Data accuracy

Make sure data is correct. Access to modify and create data must be regulated or
restricted. Otherwise, data integrity could be compromised (for example, grades for
an exam could be accidentally or deliberately modified by an unauthorised person

5. Storage limitation
Keep data for no longer than necessary or as required by local legislation.

For the definition of the retention periods of the processed data types, please refer to
your local data retention table. This data retention table is available from your Data
Protection Manager.

6. Data confidentiality

Ensure the security of data and avoid unauthorised disclosure of data. Ensure
access to personal data is restricted to those who need it. Unauthorised
disclosure of data like publishing of student grades with clear names, is one of the
main challenges in the context of data protection.

18
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Common terms

Common terms:

For a better understanding of the GDPR and data protection, it is helpful to clarify a
few common terms. The most important terms are defined below:

Personal data

Information relating to an identified or identifiable natural person (“data subject”).

Data subject

An identifiable natural person who can be identified, directly or indirectly, in particular
by reference to a name, an identification/student/staff number, address, email, an
online identifier (IP address, cookie) or by one or more factors like financial, cultural
or social information.

Data subject access request (DSAR)
A request from a data subject to claim his individual rights.
Individual rights

Under the GDPR an individual has certain rights in relation to their personal data,
which we are required to facilitate. These rights relate to access, rectification,
erasure, restriction of processing, data portability and objection to processing with
respect to their personal data.

Data breach

A breach of security leading to the destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data. This is more than just losing data. A
simple example may be the loss of a memory stick or mobile phone/laptop
containing personal data or accidentally copying in the wrong person to an email
containing personal data.

20
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Operational Guidelines
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Preventing unauthorised access

We must prevent data processing systems from being used without prior authorisation.
This means we must:

1 Password protect all computers and laptops according to the password security
requirements issued by the CFO.

2 Pin protect all mobile devices

3 Set automatic locks for unused/idle terminals and devices

4 Close our network with firewall for devices that hold personal information, and allow
access only to secure services and websites

5 Separate our open guest network from our internal network

Password security

Passwords are critical to the access control of company’s systems. It is the responsibility of
the user to ensure password(s) are kept secure and changed regularly. For further details
see the Fl Password Protection Policy.

In summary: passwords should have the following minimum requirements:

Minimum of eight characters
Combination of upper and lowercase letters, numbers and special characters
Minimum of one number

The password must not contain the name of the user or a relative of the user, pet names or
other items that are directly related to the user (for example, the sport club where the user
has a membership).

The following regulations apply for the security and handling of passwords:

Do not disclose the password to other persons

Do not log in into a system using other user’s password or log in information
Company passwords must not be used for private accounts/log ins
Company systems must have different passwords

Mobile devices must be protected by a pin or other forms of security such as
fingerprint or iris scanning

Change your password immediately if you suspect someone might know it
Do not write passwords down or save them in a file
If you lose your password, email the IT Service Desk

Passwords should be changed at least every three months

22
GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

Access

Access control
The principle of data confidentiality requires that personal data can only be accessed
by those who explicitly need it.

This is why we must define who has the right to access what type of data, and for
how long. We must also define which systems can be accessed.

We manage this by application/role access control. Contact your line manager if you
have any questions on this point.

The Finance department hold a list of which staff member is assigned access to
which folder in the share drive in addition to the Register of Systems which identifies
other systems containing personal data and which staff members can access these.

IT might have access to personal data stored on internal IT systems in order to carry
out work specific to their role. IT are not allowed to modify the content of that data
and are obliged to keep them confidential.

Access duration

Access to personal data shall only be granted as long as it is necessary for:

e The purpose of fulfilling a business requirement/contract
e Processing where data collection was based on consent
¢ Legal obligations.

If a staff member or role/position no longer needs the access for a specific data type,
the access must be restricted with technical and organisational measures. In case of
unclear situations, the DPO will give more specific advice.

Physical Access Control

We must prevent unauthorised persons from gaining access to systems, applications
and locations containing personal data.

This means we must:

1. Store all paper-based files and documents in a locked filing cabinet

2. Separate filing cabinets by data categories (HR, finance, Expert Panel, etc.)
according to the defined access rights

3. Store server and local network storage devices in a separate locked room or in a
locked server rack

4. Maintain a clean desk policy — documents like contracts and any confidential
documents are not allowed to be on open places such as desks unless they are
being used at that moment

23
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5. Document all users with access to physical files and server/network storage in the
Register of Systems.
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Access to systems, secure areas and locations

Accessible systems

For personal data stored in multiple systems, access shall only be granted to the
systems required to complete the specific processing activity. This access will also
be granted according to roles and responsibilities, as defined by the business (with
respect to data protection regulations).

Example:

A manager needs access to HR records for recruitment and performance reviews,
however they should not have access to health records and other sensitive data.
Clear access controls need to be in place to secure this type of data.

Access provisioning & change requests
Central IT applications

Access for permanent employees (full-time and part-time) is granted by HR.
For new staff members, HR will request access from IT.

For existing staff member, the line manager will make access requests through the
IT service desk.

Access for associates, freelancers, interns or other users is granted by the
manager or delegated authorised person, who will request access from IT via the
service desk.

Local IT applications and physical access:

The manager approves and documents the access for local/internal IT applications
and facilities. The manager also handles the physical access to lockers, locked
server or storage rooms and other physically locked items.

All access rights that are granted must be documented.

25
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Removal of Access Rights
Central IT applications
Removal of access for permanent employees is managed by HR.

Removal of access for associates, freelancers, interns or other users, is
managed by the line manager, who initiates the removal of all access rights through
the IT service desk.

Local IT applications and physical access:

The manager will initiate the removal of all access rights for local/internal IT
applications and facilities.

The manager will collect all keys for physical access. In case of securing physical
access via a combination lock, the combination must be changed. The handover of
keys and the change of a combination must be documented.

Users on extended leave (longer than two months) should have their access rights
temporarily removed for the duration of their leave.

NOTE: The access rights are to be deactivated on the last day of employment. If an
employee is dismissed (or there is another situation where unauthorised use or
disclosure of data by the user is possible), access rights must be removed
immediately.

User access modification

The modification of access rights by a user requires the same authority and sign off
as initial access.

26
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Data transfer to non-EU countries

Any transfer of personal data to a country outside the European Union (EU) requires
approval by the DPO. This includes services hosting the data on servers that are
located outside the EU.

The following services and companies are excluded from this regulation:

Microsoft services
Google

Any third party service providers or partners with either a signed data sharing
agreement that meets GDPR requirements for data transfer to non-EU countries or
compliance has been verified by other measures and has adequate data protection
safeguards.

A data transfer is also allowed without approval to the following secure third
countries:

Andorra,

Argentina

Canada (only commercial organisations)
Faroe Islands

Guernsey

Israel

Isle of Man

Jersey

New Zealand

Switzerland

Uruguay

USA (if the receiver belongs to the Privacy Shield)
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Private use of company devices

For the private use of provided IT facilities the following rules apply.

Company email accounts:

The use of all company email accounts for private purposes is not permitted.

Storage of private data:

The storage of private data on company computers, laptops, devices or IT-facilities is not
allowed, including company network storage and company cloud storage.

Private use of the internet provided through the IT network:

The private use of the internet on company facilities and devices is allowed with the
exception of:

Gambling or internet gaming (outside the education context)

Any political activity

Sending unsolicited emails

The use of on-line security scanning or hacking/cracking tools

Share trading

Use of IT systems for personal financial gain, solicitation or private business purposes

Posting business information on bulletin boards, blogs or forums that are accessible by
the public unless you are specifically authorised to do so

Downloading or storage of data subject to intellectual property or copyright
Installing non-approved company software

Social networking websites:

The use of company email addresses and accounts to establish social media and network
profiles is only allowed with explicit permission and used for specified legitimate purposes.

Unless a social media post is a documented part of a job function, it must be clear that any
post on a Company account was not posted on behalf of the company.

When posting pictures with a private or company account, care must be taken to avoid
company information (for example, in the background of a picture), as well as

pictures of co-workers or students without their consent.

Equipment security and Loss

Company assets must not be left unattended or unsecured where they could be stolen or
used in an unauthorised way. Users are personally responsible for all equipment issued to
them by the company. Lost or stolen devices must be reported to your line manager without
delay. Line Managers should report the loss to the IT Service Desk. All company assets are
to be returned through line management on completion of employment.
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ring your own device (BYOD)

The Company allows employees the privilege of using their own devices for work
purposes and to access the computer network for their convenience. Use of any
BYOD device is subject to the same conditions as business equipment whilst
performing work for the Company using the Company’s network to access its
services.

Regulations of Use:

The following regulations apply to the use of private devices:

The same company device security regulations must be adhered to (including
encryption).

IT will support only network connectivity issues. All other issues with the device
must be handled and resolved by the user.

The latest version of the operating system (which includes patches) must be
installed.

If possible, anti-virus software must be installed and activated on the device.
The devices must be protected with a strong password or pin.
The employee uses his/her devices at their own risk.

The company reserves the right to disconnect devices from the company
network or disable services without notification. The employee is personally
liable for all costs associated with his or her device and accessing the
company network.

Storage and archiving on private devices:

It is not allowed to store company data on private devices or non-approved cloud
services. Company data is not allowed to be archived on private devices or non-
approved cloud services
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Third-party Contracts & Agreements

As part of our business operations, the Company shares personal data with various
third-party organisations to provide and receive a range of services.

If these services involve the sharing of personal data then the GDPR responsibilities
must be documented between the parties sharing the data. This can take the form
of a Data Sharing Agreement, updated T&Cs, Confidentiality Agreements etc

Examples of external parties are:
i. Service providers
ii. Managed security services
iii. Customers

iv. Outsourcing suppliers (facilities, operations, IT systems, data collection, call
centres, others)

v. Academics, consultants and auditors

vi. Developers and suppliers of IT systems and services

vii. Cleaning, catering and other outsourced support services

viii. Temporary personnel, placement and other (casual) short-term appointments

It is the Manager’s responsibility to ensure there is a suitable contract or agreement
in place with the third party that meets the requirements of the Company and GDPR.

Contact the DPO for assistance with managing any existing or new third-party
contracts and agreements in relation to data protection and GDPR.
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Data subject access request (DSAR)

Rights to access, rectify, erase, restrict processing, portability and objection can be
requested by a data subject through a ‘data access request’.

There are four steps to our process for handling a request:

1. When we receive a request for one of the above, we will ask data subjects to
complete our request form to enable us to respond promptly.

2. The request will trigger an internal process that will cover the required steps,
including communication with the data subject and verification of their identity.

3. GDPR stipulates that we have 30 days to respond to data subject requests.
All access requests will be handled by the DPO.

If you receive a data subject access request via email, phone or other means, inform
your line manager and the DPO without delay. They will initiate the necessary
processes to deal with the matter.
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Data breaches

A personal data breach occurs where there is a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of
personal data or the accidental or unlawful access to the transmission, storage or
other processing of personal data.

Examples of data breaches include:

¢ A cyber-security incident

¢ Accidental loss of data

e A stolen laptop or mobile device

e Improper disclosure of information

¢ An email sent to incorrect recipient(s)

¢ Abuse of access privileges by staff

¢ Publishing of confidential material on social media or the internet

If you suspect or know there has been a data breach, you must report it
immediately. Three things you must do:

e Contact your line manager to advise them

e Contact the DPO

Be ready to provide any details requested by your line manager and DPO

Don’t worry about reporting something that later turns out not to be a data breach.
It's better to report it and have the situation checked out than risk not reporting
something that becomes an issue.
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Data breaches (Guidance for managers)

Guidance for managers

Any case of a suspected data breach must be reported without delay. We have just
72 hours — not working hours — to assess a suspected data breach and if necessary
to notify the supervisory authority that a data breach has occurred.

As a manager, you are responsible for ensuring that the regional DPO is provided
with the following information the same day the data breach was discovered:

. 1. The data and time the data breach was likely to have happened

* 2. Any information that was or could be involved

« 3. The known or suspected cause of the data breach

* 4. The extent of the data breach

* 5. The context of the affected information

* 6. The approximate number and categories of individuals concerned (for
example, staff, associates, students)

« 7. Any potential harm to individuals (for example, damage of reputation,
unauthorised disclosure of data to third parties)

+ 8. Details of immediate action taken to address the data breach, if any

* 9. The outcome of that action, including a view as to whether any further
action is required and the basis for that view

If it's not possible to report it the same day, it must be by 12pm the following day.
Please do not wait for all the information to be available before contacting the DPO.
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Privacy by Design

What is it?

Privacy by Design (PbD) is a methodology that ensures privacy is planned and built
into the design and architecture of software/ information systems, business
processes and networked infrastructure. There should be no additional action

required on the part of the user to protect their privacy, it is built into the system by
default.

What does this mean for me?

When it comes to the introduction or change of software/ information systems,
business processes and networked infrastructure, an assessment of privacy might
be necessary. The assessment will be supported by the DPO. The outcome will
allow Privacy by Design to be built-in upfront.

How will | know when to use it?

If you are implementing or changing a project, system, tool or business process that
changes or adds-in the handing of personal data then inform the DPO and they will
advise you of the process.

Examples:

1) You would like to implement a new HR system
A PbD assessment is necessary because it is a new software system that
processes personal data.

2) You would like to change the registration process for leads or applicants.
A PbD assessment is necessary as you are changing the process that
handles personal data from the leads/applicants

3) You wish to combine personal data from multiple different sources into one
system
A PbD assessment is necessary as you are changing the way in in which you
are processing personal data

4) You want to change the process of your CAPEX forecast
NO PbD assessment necessary as no personal data are concerned
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Finance

Finance departments handle personal and sensitive business data. The types of
personal data handled can include payroll, bank details, fees, debts etc and so is
viewed as highly confidential. Therefore, there is additional responsibility for Finance
functions to ensure GDPR compliance.

All relevant GDPR requirements covered in this handbook should be adhered to, in
addition to the information in this chapter.

Managing accounts

Only finance team members should manage accounts with personal information.
This includes payroll, invoicing, bank account details, bank statements etc. All
documentation should be stored securely either electronically or in locked cabinets.

The transfer of any documentation should be conducted via secure means, either
through secure portals, encrypted/password protected attachments to emails etc.

Correspondence to clarify personal details must be via secure email only.
Documents should be password protected.

Documents should only be retained only when absolutely necessary. They must be
stored in secure locations either electronically or in locked cabinets. The disposal
and deletion of documents should be carried out in accordance with the retention
policy and schedule.

35
GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

HR related activities

HR

As well as HR nominated staff, "HR related activities" also applies to all those who
recruit or manage staff

HR activities involve managing a variety of personal data about employees, therefore
you have additional responsibility to ensure this data is processed, stored and
deleted in a compliant manner. All relevant GDPR requirements covered in this
handbook should be adhered to, in addition to the information in this chapter.

Information must be kept on securely electronically, or in secure locked cabinets.
There must also be restricted access management in place.
Recruitment

All applications received by the FI (by any method) must be sent securely to HR.

Applicants must be provided with a link to the privacy notice on the website by HR.

All applications must be securely stored.
Notes made during assessments are to be stored in the applicant file.

Unsuccessful applicant data must be retained for the period defined in the data
retention table.

Employment

When an offer of employment is accepted, all copies of recruitment assessment
notes, CVs and application data must be kept in the personnel file. Any additional
copies must be deleted.

When an offer of employment is declined, the applicants file must be destroyed
and deleted from the HR applications in accordance with our retention and disposal
requirements. The applicant must be informed about this by the local HR
representative.

The new employee should be advised of the induction process. The manager and
HR member must advise them of all relevant company policies including GDPR
requirements.

Employee appraisals, salary and disciplinary reviews are conducted in
accordance with the HR procedures. All data must be kept on securely in the HR file.
Any additional copies and notes must be deleted.

Sickness, health data and sensitive data containing the following can only be
collected because of legal obligations (special categories of personal data listed
below):

Racial or ethnic origin; Political opinions; Religious or philosophical beliefs
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Trade union membership; Genetic data; Biometric data.

This data can only be shared with HR and job roles specifically authorised by the
DPO.

Personal records must be updated at least annually to maintain their accuracy.

End of Employment

Personnel files and personal data of employees who have retired, resigned or have
had their employment terminated must be kept on secure HR drives and applications
or in a secure, locked cabinet with access control.

The data must be retained in accordance with the data retention table. After the
required retention period, all files and data must be deleted.

Reporting

Requests for reports that include personal data must be authorised by the HR lead.
The reports must be produced and stored on secure HR applications and drives with
access control. When reports are used as presentation material all personal data is
required to be anonymised.

37
GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

Marketing and PR
Consent and opt-out

Consent

All marketing activity can only take place after an affirmative consent has been
received, and recorded.

For new or potential contacts this means that they have made a positive statement of
consent in conjunction with the Privacy and Cookie Notice on the website.

For contacts already listed prior to 25 May 2018, further consent is not required if:
¢ Previous consent has been received and recorded

e They have been given the option to opt out on each previous marketing activity
In this situation, they comply with the ‘soft opt-in’ requirements.

Consent Opt-out

Where a contact has requested to opt-out of receiving any marketing data, the
record must be updated immediately. Any verbal or written requests for opt-out
should be immediately transmitted to the sales and marketing department.
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Photography

What is covered?

Both moving and still images are considered personal data where they allow the
individual to be identified. The general approach to be used to ensuring GDPR
compliance is adherence to the first data principle of processing images lawfully,
fairly and transparently.

NB In this chapter the references to photography also cover videography.

What does this mean for me?

It means that in order to process images you and/or the photographer should answer
the following three guiding questions:

1. Is the picture taken in the context of a specific situation with a defined group
of individuals?

2. Is a person on the picture part of the motive or just in the background?
3. Will the picture be used for marketing collateral?

The answer to these three questions will define the actions and the required form of
announcements.

What do | have to do?

Depending on the answer to the three questions above, the following needs to be
done:

1. Question:

Is the picture to be taken of a specific situation with a defined group of individuals?
Answer: YES

The picture to be taken is for a specific situation with a defined group of individuals.

Action: For pictures that are explicitly aimed at capturing images of a group of
individuals the photographer has to make a verbal announcement of the intention to
take pictures to the individuals. This announcement must consist of at least:

i) When the photography will take place

ii) Why it is taking place

iii) A general overview of how the images may be used
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iv) The option for people to leave the area under photography

V) The signposting of the Faraday Institution Privacy Notice at
www.faraday.ac.uk

An example of a verbal announcement can be found at the end of this chapter

Answer: NO
The pictures are not of a specific situation or a specific group of individuals i.e. they
will be taken during events (public or non-public) or of general business activities.

Action: The photography activity must be made public via signage at site of the
area and ideally at the entrance of the photographed area. The content of this
signage should be:

Official photographers and videographers operating in this area
You have the right to:

Ask us to not take your photo or record you
Ask to have photos or footage of you deleted later

To be informed about what we’ll do with any photos or footage of you
For our full privacy notice please visit www.faraday.ac.uk

2. Question:

Will individuals just be in the background or will they be the subject of the picture?
Answer: YES

Individuals will be in the background of a picture and not the actual subject of the
picture.

Action: No further actions or specific announcements to those individuals are
required.

Answer: NO
The individuals will be the subject of the image.

Action: The photography needs to be announced either via signage or verbal
announcement. Decide which is most appropriate based upon the principle of
being open and fair to the individuals. In some cases, both forms may be
appropriate.

3. Question:
Will the picture be for marketing collateral?
Answer: YES

40
GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

The picture will be used for long term marketing purposes like brochure, web page
and strategic marketing campaigns.

Action: A “Use of Image” consent form must be signed by the individuals. The
individuals have to receive a copy of this form. It is the responsibility of the
person who commissioned the photography to retain this document in case of
future dispute.

The text of the “Use of Image” consent form can be found at the end of this
chapter

Answer: NO

The picture will only be used for temporary news and marketing/PR purposes e.g.
social media

Action: The actions detailed in question 1 and 2 above are required as
appropriate

How do | know what action | need to take?

See the following diagram. It covers most scenarios that you will encounter, and it
will guide you in the actions you need to take.

Person leaves
caplured area

Use of picture not
allowe:

Signs and/or
verbal
announcements
about photography

Use of picture
allowed

g::sg'nll",‘:z%; - Consent No Use of picture not
= signed allowed

1) Public event whether used in official marketing collateral or not
Actions to take: Photography signage to be prominently displayed e.g. at
entrance to event. Allow people time to leave the area if they wish.

(IO

Example scenarios:

2) A general picture/video of experts/students in lectures or a workshop with no
specific focus on individuals

41
GDPR Guidelines V2.0 - May 2024



= THE FARADAY
INSTITUTION

Actions to take: Photography signage to be prominently displayed e.g. at
entrance to event. If appropriate, make the verbal photography
announcement. Allow people time to leave the area if they wish.

3) A general picture of business life with no particular focus on any individual or
group.
Actions to take: Photography signage to be prominently displayed

4) A group of employees, experts, visitors or external contractors undertaking an
activity
Actions to take: Make the verbal photography announcement to the people

5) As above but will be used for official marketing collateral
Actions to take: As above but in addition:
i) Use of Image consent form must be signed be each person
ii) These forms must be provided to and retained by the Company/person
responsible for producing the marketing collateral.

Example text for verbal announcement:

Greeting...

| would like to take some pictures now for our Facebook page where we are
reporting about this event. If you would not like to be on the picture, please move a
aside so you will not be captured. For further information you could also have a look
at our privacy notice. The link you can find on our website or the sign at the
entrance.

Greeting...

I'd like to let you know that we’ll be taking pictures and videos shortly. They will be
used for our social media PR activities and used in our monthly newsletter. If you'd
prefer not to have your picture taken then just let me know and we’ll make sure that
doesn’t happen. If you'd like to know more about how we’ll be handling your data
then take a look at our Privacy Notice at www.

If you are in any doubt as to the action you should be taking when it comes to
photography or videography, then please contact the DPO.
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Use of Image Consent Form

In signing this consent form | hereby:

1.

Consent to the Faraday Institution and its employees or agents photographing/filming me
and to use them throughout the world in all and any media, including, without limitation, in
printed publications, presentations, promotional material or online, in their original format
or edited or altered in any way.

Agree that my name may appear in a caption in proximity to the photograph, used in
accordance with the above terms, or in the editorial text accompanying it, but | also agree
that the photograph may be used without any reference to my name.

Acknowledge that all right, title and interest in or relating to any image of me taken by or
on behalf of the Faraday Institution belongs to the Faraday Institution absolutely for its own
use.

If I am delivering a performance or making a presentation that is being recorded, for
copyright reasons | agree to use my best efforts to ensure that any third party (others’)
copyright material that | perform, show or play, for example, a photograph or illustration to
be shown in a PowerPoint presentation or part of a musical work that will be played, will
be used with the permission of the copyright owner/s of the material or for the purposes of
criticising or reviewing the material and not only for illustrative purposes.

Release and discharge the photographer and the Faraday Institution and/or other party
listed in point 1 (and, where applicable, their respective licensees) from any and all claims
and demands arising out of or in connection with the use of the photographs, including,
without limitation, any and all claims for invasion of privacy, right of publicity and
defamation.

By signing below, | confirm that | have read this consent form carefully and fully understand
its meanings and implications.

FUIlNaME: e e

EMail addre s S o s

SIgNatUre:
Date:

| declare that | am over the age of 13 YES/NO
Note: If under 13 then written parental consent must be obtained for use of image in official
marketing collateral

Our privacy policy is available online at www.faraday.ac.uk with further details on this.

If, at any point, you would no longer want your image used for any marketing purposes, you can withdraw your consent by
emailing XXXXXX. Please note that if you do opt-out we will endeavour to remove your image from any marketing materials
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present but this may not be possible in regard to any past materials that have already been printed or publicly available on
websites or social media.
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Notes:
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Model release agreement

| [Model’s Name] give my
consent to the Faraday Institution and affiliated members of the Faraday Battery
Challenge to the photography and video recording of my image and to the recording
of my voice, for the purposes described herein.

The Faraday Institution is hereby authorised to use, or cause to be used, still photographs and
video footage containing my image and likeness, recordings of my voice and my name,
professional background and job description for educational, training, advertising, publicity,
commercial or other business purposes, as determined in the Faraday Institution’s discretion.
Images and video may be used on the Faraday Institution website, powerpoint presentations,
social media, stand-alone video and other similar purposes.

| transfer to the Faraday Institution all rights or claims for defamation, or violation of
my rights of privacy or publicity under any statute or any common laws in the UK and
all other countries around the world. | release and hold Faraday Institution harmless
from any liability to the organisation from any use of my image.

| hereby affirm that | am an adult over age 18. | have read the above agreement
prior to signing it and | fully understand and agree with the contents and agree
to let the Faraday Institution to use my image.

Model’s signature:

X Date:

Model’s address:

Model’s phone: Model’s email.
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